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1 About this Guide

The cgSecurePlatform for BlackBerry 10 Manual contains all essential information for the ad-
ministarors and users to use the certgate microSD Smartcard in BlackBerry 10 systems. This man-
ual includes a description of the certgate hardware and certgate software components for Black-
Berry 10.

This document is divided into the following chapters:

About this Guide — The first chapter is a short statement of the purpose and scope of this docu-
ment.

System Overview — This chapter gives a description of the certgate hardware and software com-
ponents for BlackBerry 10.

Installation — This chapter will give step by step instructions on how to install and configure the
certgate software components.

Using Scenarios — This chapter provides a description of the main using scenarios of a smart-card
on the BlackBerry 10 devices.

Who Should Use It

This guide is intended to assist users who want to use the certgate Smartcard microSD (cgCard)
as a certificate store in his own BlackBerry10 device.

Typographical Conventions

The following kinds of text formatting and icons identify special information in the document:

Warning
; Warnings mark situations where loss of data or misconfiguration of the device is possible if
the instructions are not obeyed.

Note
Notes provide additional information on a topic, and emphasize important facts and consider-
ations.

Tip
o Tips provide best practices and recommendations.

Code
Code Examples

Menu, Buttons
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Items you must select, such as menu options, com-mand buttons, or items in a list. Example:
Go to the System tab.

Parameters

Parameter and attribute names.

Note
To understand this document you need a knowledge of IT security. You

A should be familiar with the following concepts: (digital) certificates, private, public,

and secret keys, digital signature, PKI, etc.
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2 System Overwiev

Smartcards provide one of the most reliable and secure mechanism for storing digital certificates
(identities) on a dedicated hardware modul which is specifically designed with security in mind.
cgCard, in combination with our software component certgate Smartcard Driver for BlackBerry
10, provides you with the possibility to benefit from this great technology on your BlackBerry 10
device.

2.1 Hardware

cgCard

cgCard is the first microSD Card which integrates smartcard technology with regular flash
memory.

It represents the most efficient way to use a certified Secure Element (EAL 5+) beyond desktop
operating system on mobile device such as smartphones, laptops and tablets without the need
of any additional equipment.

Almost every mobile device has a microSD card slot. Meaning, almost every device available on
the market can benefit from cgCard and its embedded, certified secure element. It has never
been easier to create public-key pairs for encryption, generate secure random numbers or store
existing digital certificates on a dedicated secure element. cgCard provides hardware based, tam-
per-proof, yet easy to use security to all sorts of applications. Just like any other smart card, only
smarter.

Some of the functionality provided by cgCard is as follows:
e EAL 5+ certified micro controller
e Platform independent secure element for Windows, Linux, Android or BlackBerry
e Hardware based certificate store for up to 12 certificates (depending on the used cardlet)

e On-Card cryptographic key pair (RSA, etc.), signature (RSA, PKCS#15) or random number
generation

Furthermore, additional advantages in using cgCard are:
e Supports every PKI and two-factor authentication
e Hardware based, dedicated secure element
e Easyto use, portable certificate store
e On-card signature generation (the private key never leaves the secure element)
e No need for additional hardware: cgCard can be used in every microSD card slot

e Flash memory for storing additional data
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certgate

};}@ cgCardType 4

Java Card Operating System jTOPID
Common Criteria level EAL5+ certified

SD Specification 3.0

Java Card Version 3.0.4 Classic
Global Platform 221

Smart Card Chip Infineon SLE 78

Common Criteria EAL 5+ certified, RNG AIS31, FIPS-140
Smart Card Chip Storage ca. 80 kByte EEPROM

Available Flash Memory 8 GB

Figure 1: cgCard Specification

2.2 Software

Windows Driver- cgCard

The certgate PC/SC Driver delivered with the smartcards, facilitates the interoperability neces-
sary to allow cgCard to be effectively utilized in the PC environment.

Applets and Smartcard Administration Tool- cgSecurePlatform for Windows

The certgate BlackBerry 10 software is based on the cryptovision applets. The cgCard is empty
and must be initialized and personalized before you use it in the BlackBerry 10 device.

By installing the administrator version of cv act sc/interface, you can perform all sorts of admin-
istration tasks like profile creation, PIN change, unlock smartcard, generation or import of keys
and more.

After them the certgate smartcard is ready for using in the BlackBerry 10 device.

certgate BlackBerry 10 Middleware- cgSecurePlatform for BlackBerry 10
Following components are delivered with the cgSecurePlatform for BlackBerry 10 package:

e certgate-smartcard-driver-bb10-x.x.bar
This .BAR has to be installed on the BlackBerry 10 device in order to support and manage
the certgate microSD Smartcard

e cgSecurePlatformforBlackBerry0S10.pdf
This documentation describes how to personalized and use the certgate microSD Smart-
card in the BlackBerry 10 devices

The following illustration shows the architecture of the certgate components and the standard
system components:
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Application Layer cv act s¢/Interface - cv act s¢/Interface - User
Use-case Admin Edition Edition

implementation
yptography Java Cryptography
martcard Subsystem
Subsystem Extension
Middleware Layer o
Cardlet dependent PKCSH11 BaseCSP ST FElFCHE .
implementation Modul o JCE Provider Smart Card Driver
csp
o certgate certgate
i " | cv PKCS#15 L cv PKCS#15 Library

BB Email Client Smartcard Logon

PC/SC Subsystem Smartcard Subsystem
System Layer
smartcard certgate PC/SC Driver ASSD Reader
communication
implementation

Windows Desktop BlackBerry OS 10

Type 2 Access
Smartcard Layer cgCard Type 2
Secure operation
implementation Smartcard 1807816

cv PKCS#15 Cardapplet

Legend:
Grey= 0S components
Green= cryptovision applets dependent components

Orange= cgCard Type 4 specific components

Figure 2: System Architecture
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3 Installation

The desktop software components, certgate PC/SC Driver and the cv act sc/interface, are easily
to install using the .msi packages. The BlackBerry 10 software which is to install on the devices is
delivered as .BAR file.

The requirements for installing these modules are specified in the next chapter.
Use this checklist if you are performing an initialization and personalization of the cgCard on
Desktop:
O Install the corresponding certgate PC/SC driver for cgCard

[ Install the cryptovision cv act sc interface Manager “cgSecurePlatform-win-
dows_x.x\cv_act_scinterface_x.x\cv act scinterface xx\installation_admin”. Please
select “Smart Card Minidriver (required for use with Cryptography API: Next genera-
tion, recommended for use with automated Software Distribution)”

[0 Use the cv act sc/Interface Manager

3.1 Installation Requirements

certgate PC/SC Driver

The certgate PC/SC Driver Installer supports following operating systems:
e Windows 7 (32bit and 64bit)
e Windows 8 (32bit and 64bit)

cv act sc/Interface Manager
The successfully with cv act sc/interface tested Microsoft Operating Systems are:
e Windows 7 with Service Pack 1
e Windows 8.1
e Windows Server 2008 R2 with Service Pack 1
e Windows Server 2003 with Service Pack 3
e Windows Vista with Service Pack 2

e Windows Server 2008 with Service Pack 2

certgate BlackBerry 10 Components

The certgate Smartcard Driver for BlackBerry 10 is general for all BlackBerry 10 Versions (up Ver-
sion 10.2) designed and implemented. The compatibility with new BlackBerry OS Versions will be
tested by certgate.

3.2 Installation of the PC Software
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certgate PC/SC Driver

You find the latest certgate PC/SC Driver Installer under:
“\cgCardV4-windows...\pcsc-v4-driver-windows...\”

Please choose the appropriate version (32bit or 64bit) to be installed on your computer.

The next paragraphs will detail the procedure for installing the PC/SC driver for cgCard Type 4 on
a Windows 8.1 x64 computer. The outlined procedure is almost the same for every other Win-
dows operating system and other types of cgCard.

i certgate SmartCard microSD 4.0 Setup Run the corresponsing setup file
(32bit or 64bit) needed for your sys-

Willkommen beim Setup “

Assistenten von certgate tem to open the “certgate SmartCard

SmartCard microSD 4.0 microSD 4.0 Setup” which will guide

you through the installation process.

Der Setup Assistent wird certgate SmartCard microSD 4.0
auf Threm Computer installieren, Klicken Sie auf "Weiter™ um
fortzufahren, oder auf "Abbrechen™ um den Setup Assistent

zu beenden. CliCk on ”NeXt”.

< Zuriick Abbrechen

1 certgate SmartCard microSD 4.0 Setup Read the license agreement and if
you agree to the terms and condi-
tions, click “I accept the terms in the
license agreement” and procees the
certgate End User License Agreement ("EULA") / installation with “Next”.

certgate Endnutzer-Lizenzvertrag

Endbenutzer Lizenzvereinbarung

Bitte legen Sie nachfolgende Lizenzvereinbarung sorgfaltig durch.

01 August 2015

1 Vertragsgrundlage
-:§3 Ich stimme der Lizenzvereinbarung zu
() Ich stimme der Lizenzversinbarung MICHT zu

Advanced Installer

< Zuriick Abbrechen
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#! certgate SmartCard microSD 4.0 Setup = & On the Select Installation Folder
Installationsverzeichnis wahlen Q page, use the selected default direc-
Installationsverzeichnis von certgate SmartCard microSD 4.0, . .
tory or click Browse to change the in-
stallation folder.

Um in das angegebene Verzeichnis zu installieren, Kicken Sie bitte "Weiter”™, Fr ein
alternatives Installationsverzeichnis wahlen Sie bitte ein anderes Verzeichnis tber

“Wizhlen”. The default directory is “C:\Program
Verzeichnis: Files\certgate\certgate SmartCard
|C:\Program Files\certgate\certaate SmartCard microsSD 4.0 Wahlen... micrOSD 4.0\1;

Click “Next”.

Advanced Installer

< Zurtick Abbrechen

i certgate SmartCard microSD 4.0 Setup On the Confirm Installation page,
Vorbereitung der Installation abgeschlossen g click “Install” to install the certgate
Der Setup Assistent ist bereit, mit der Installation zu beginnen. .
PC/SC Driver.

Klicken Sie auf “Installieren™ um die Installation zu starten. Wenn Sie die
Installationseinstellungen dberprifen oder &ndern machten, kicken Sie auf “Zuriick™, Um
den Setup Assistent zu beenden, Kicken Sie auf "Abbrechen™,

Advanced Installer

< Zuriick '?inllﬂsiﬂlliEl'El‘l Abbrechen

1! certgate SmartCard microSD 4.0 Setup Finish the installation by clicking

“Close”.
Der Setup Assistent von
certgate SmartCard microSD
4.0 wird abgeschlossen.

Klicken Sie auf "Fertigstellen”, um den Setup Assistenten zu
beenden.

certgate SmartCard microSD 4.0 ausfithren

< Zuriick Fertigstellen Abbrechen

The installation process creates a shortcut cgPCSCVxTray for the Programs menu under Auto-
start.
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The cgPCSCV4Tray B iconis displayed on the bottom right side of your taskbar and displays the
status of your smartcard. The status can be as follows:

e No card inserteds
e Cardinserted E¥

e Cardinuse &3
General Information (e.g. Version) about the cgPCSCV4Tray can be displayed via Info.
The Exit button closes the cgPCSCVA4Tray.

Now the certgate microSD Smartcard is ready to be used (e.g. ready to load and install card
applets).

cv act sc/interface Manager

To initialisez and personalized the cgCard please install the cryptovision cv act sc/interface Man-
ager. Therofore start the file SETUP.EXE under “cgSecurePlatform-windows_x.x\cv_act_scinter-
face_x.x\cv act scinterface xx\installation_admin”as a user with administrator rights. Follow the
on screen installation instructions as guided by the setup wizard.

Please select “Smart Card Minidriver (required for use with Cryptography API: Next generation,
recommended for use with automated Software Distribution)”.

The installation process creates a shortcut for the Program menu called cv cryptovision and you
will find the following files under it cv act sc interface Manager and the cv act sc interface Man-
ual.

Here a short description of the initializing and personalizing process of a card:

The cgCards that you received are empty. In order to prepare a smartcard for use, a profile must
be created on the smartcard. These profiles can be setup with the Manager menu item “Create
Token Profile” and select “PKCS#15 Profile”

The “Token Label” as well as “SO-PIN”, “User-PIN” and “Serial Number” are your free choice,
although we recommend using the Hardware SN as Serial Number.

We recommend to create a “Minidriver compatible” profile because this is the most thoroughly
tested configuration.

Therefore a 48 digit Challenge Response PIN is necessary, but since this cannot be used with the
cgSecurePlatform there is no need to keep a record of the used value.
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Tokenprofil erzeugen =t
Profit PKCS#15 profile  ~
i, 0 Ten %" Die SO-PIN muss mindestens eine Lange haben von 4

W Die SO-PIN darf nicht linger sein als 10.
o ’
SO PIN: essssese ‘/ Dve SO-PIN wurde korrekt venfinert

" Die Benutzer PIN muss mindestens eine Linge haben von 4

SO PIN Bestatigen:

W Die Benutzer PIN dadf nicht langer sein als 10,
Benutzer-PIN: e

‘/ Die Benutzer PIN wurde korrekt verifiziert
Benutzer-PIN bestitigen: one

Seriennummer. /| Hardware-SN benutzen

Challenge-Response-PIN: ¥ ERRRRETERRREREREREERRELEEINg wy” Die Challenge-Response-PIN muss
genau 48 Hexadezimalziffern haben.

Minidriver-kompatibel: v

Session PIN Unterstitzung:

Ok | | Abbrechen

Figure 3: Create Token Profile Example

After the profile is created you can now load certificates and keys onto the card if this is nec-
essary for your use-case.

To do this you “Login” using the “Token” menu. After this you can either Import a Key Pair and
corresponding certificate from a .pfx or .p12 file using the “Key Pair’menu or you can import a
single certificate without keys using the “Certificate” menu.

Imported RSA Keys and certificates can then be used on Windows Desktop, BlackBerry or Android
devices.

Tip

More information about the cryptovision software you will find in the cv act sc interface Man-

ual.

3.3 Installation of the Mobile Device Software

The certgate Smartcard Driver for BlackBerry 10 is available as .BAR file. The installation files can
be found in the folder

cgSecurePlatform-for-BlackBerry10-x.x\certgate-smartcard-driver-bb10-x.x
The .BAR files can be installed over the BlackBerry Enterprise Server.
o For more information about how to install and manage software on your BlackBerry 10 device

please read the documentation provided by BlackBerry (e.g. “Advanced Administration Guide-
BlackBerry Device Service”)

After installing the certgate Smartcard Driver for BlackBerry you will find a shortcut cgSmartcard
Manager on your work space.
This application allows you to:

e Show the certgate driver version

e Change smartcard PIN

e Show logfiles
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Displays the version of the

certgate Smartcard Driver
certgate 6

Info
Version 1.0.7

PIN Verwaltung

PIN Anderung
Fehlerbehandiung

Log anzeigen

You can change the default cosmarcarMENEESS

PIN for your certgate Smart-
card before you use it. certgate 6 certgate 6

Itls QUICk and easy to do thIS lilwanu’emng PINinderung
inthe cgSmartcard Manager
PIN Change

You have to type the old PIN
first, and then the new PIN

e

Display Logfiles

ok Abbrechen Ok Abbrechen

3.4 Update and Uninstall of the Software

Desktop Software

The cryptovision sc Interface Manager can be removed using the well-knowing uninstall process
for Windows software (Control Panel-> Programs and Features-> Uninstall).

An update of the software is possible, the installed version will be overwritten.

BlackBerry 10 Software
The installed certgate .BAR can be removed using the familiar mechanism.

A new version of the certgate driver can be installed over the BES.
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4q

Using Scenarios

The certgate microSD Smartcard serves as a secure storage for private keys and certificates. After
the certificates are imported from the cgCard in the BlackBerry certificates store, these are avail-
able for all BlackBerry applications.

BlackBerry application that use certificates is e.g. S/MIME email client .

The prerequisites for using the certgate Smartcard in your BlackBerry 10 Device for S/MIME sce-
nario is:

e extended messaging security for the BlackBerry Device Service in BlackBerry Enterprise
Service 10 to permit BlackBerry smartphone users to send S/MIME-protected email mes-
sages on BlackBerry 10 smartphones

e installed certgate Smartcard Driver for BlackBerry 10

e complete setup of a Work Account

More information about how to enable S/MIME in a BlackBerry Enterprise Service 10 you will
find in the BlackBerry article KB34437.

How secure e-mail with smartcard based certificates works you will find in the next chapter.
4.1 Email Security

You can digitally sign or encrypt messages if you use a work email account that supports S/MIME-
protected messages on your BlackBerry 10 device. Therefore you don’t have to install additional
software on device.

At first you must import the key pairs from the certgate Smartcard on the BlackBerry device.
Therefore, please follow the steps below:

System Settings Security and Privacy Open the System Set-
~""Screen lock, brightness, wallpaper tings.

(A Application Permissions

Language and Input Set security permissions for apps .

G}fﬂ Keyboard, spell check, prediction . Then go to Securlty and
Device Password A

5.{ Voice Control Control access to your device Pl’lvacy.

Language, dictation E SIM Card
BlackBerry Link Manage security settings

Connect computers and share files Smart Card
g BlackBerry ID Manage Smart Card Settings

Setup username, password, name Y

sz Encryption

e BlackBerry Protect B Encrypt your personal data and files

Secure and locate device
Parental Controls

Security and Privacy Manage usage and access
Permissions, passwords, wipe

Media Sharing

Connectto a TV, computer, stereo

Diagnostics
Control collection of data

<

Security Wipe
Delete data, files, and apps

Date and Time

Time zones, display format .
play Certificates

Manage public and private keys

®

Software Updates
Check for new software

Search
History, categories, extended search

00 & [E

I

Back
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PIN Caching off PIN Caching ) off Now you select Import
Certificates and all
LED Activity Indicator On . LED Activity Indicator On . certificates Stored on
the card will be
Import Certificates Import Certificates .
imported on  your
Smart Card Readers Smart Card Readers

BlackBerry device.

BlackBerry Reader Blag
2 certificates imported
Media Card Reader MedQia Cara neaae

< <
Back Back

The imported
certificates are
displayed under System
Settings/ Security and
Privacy.

o How to distribute CA certificates to devices please read the BlackBerry Device Service Ad-
vanced Administration Guide .

Now the certgate Smartcard is ready to use and the smartcard certificates are imported to the
key store on your Blackberry device, and also ready to use. The private keys remain on the smart-
card. As a result, private key operations such as signing and decryption use the smartcard, and
public key operations such as verification and encryption use the public key stored on your de-
vice.

4.1.1 S/MIME Settings

You can configure now the S/MIME preferences on device in the BlackBerry Hub settings, includ-
ing choosing certificates.

certgate 2014/2015 - All rights reserved.
No part of this documentation may be used for any purposes other than personal use, or processed, duplicated

or distributed using electronic systems, in any form such as print, photocopy or any other procedure without a t t
prior written approval from certgate GmbH. EE" gﬂ E



cgSecurePlatform
for BlackBerry 10

Version 1.2

12.05.2016 Seite 14 von 16

DN 13:05

BlackBerry Hub

Willkommen bei BlackBerry Hub 3

Alle Nachrichten und
Benachrichtigungen von den Konten auf
Ihrem Gerat werden hier angezeigt.

Um ein bestimmtes Konto anzuzeigen,
tippen Sie auf das Symbol in der linken
unteren Ecke des Bildschirms, oder
streichen Sie mit dem Finger nach rechts.

Freitag, 20. Juni2014

et MERIANCC
BlackBerry 11:33
Willkommen!
BlackBerry 11:33

Einflihrung in den BlackBerry Priority Hub
BlackBerry ID 11:33

Ein(e) oder mehr Anwendungen/ Dienste er
Dienstag, 3. Juni 2014

i Q

Anlagen Suchen stek Mehr

DN 13:48

BlackBerry Hub-Einstellungen

Az, Anzeige und Aktionen
‘e~ Hub-Management
T l Priority Hub

E-Mail-Konten

| Sichere E-Mail-Funktion

Textnachrichten

‘Y’ cellBroadcast

<

4l

Zurdck Hinzufigen

=]

BlackBerr

Zum Anfang
Zum Ende
Anlagen
Suchen

" Erstellen
Einstellungen
Aktualisieren

Weitere auswéhlen

10:52

Sichere E-Mail-Funktion

test@certgate.com
test@certgate.com

Standardverschlisselung

| Signieren (S/MIME) v

S/MIME-Einstellungen
S/MIME I @ |

Signaturzertifikat

| testtest 7|

‘ Zertifikat anzeigen ‘

Verschliisselungszertifikat

| test test v

<

Zurdick

Open the BlackBerry Hub.
Then go to More/ Settings.

Under Secure E-Mail-func-
tions you can configure the
following S/MIME profile
settings:

You can enable the S/MIME
on device, ...

... select the certificates you
want to use for encryption
and signing.

4.1.2 Signing E-Mails

= N

BlackBerry Hub

=2z Willkommen bei BlackBerry Hub 3

Alle Nachrichten und

Benachrichtigungen von den Konten auf
Ihrem Gerat werden hier angezeigt.

Um ein bestimmtes Konto anzuzeigen,
tippen Sie auf das Symbol in der linken
unteren Ecke des Bildschirms, oder
streichen Sie mit dem Finger nach rechts.

Freitag, 20. Juni2014
v

Test

BlackBerry ID 16:26
Ein(e) oder mehr Anwendungen/ Dienste er
BlackBerry 15:48
Willkommen!

BlackBerry 15:48

Einfiihrung in den BlackBerry Priority Hub
Mittwoch, 18. Juni 2014

=0 Qx|

Hub Anlagen Suchen Erstellen Mehr

16:43

Konto auswéhlen

E BBM

Textnachrichten

test@certgate.com
test@certgate.com

[J  PIN-Nachrichten

Go to BlackBerry Hub select
Compose and select your e-
mail account .
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16:44 4G 32

s fias S Now write your e-mail.
Erstellen Senden

Erstellen Senden

Konto: test@certgate.com - test@certgate.com

. -~ . Test 0
g’”'”“*’""’”" You can enable the S/MIME
test@certgate.com | | + \TeSt on device ) e
Cc + Gesendet von meinem BlackBerry 10-
Smartphone.

QWERTZUI OP
A S DFGHJ KL
¢4 Y XCVBNMGA®A

2123

16:45 dase, N 16:44 . .
: — Select the option Sign to
Erstellen Senden Erstellen Senden . .
send a signed e-mail.
o Test Click on sent.
B ewrrersna
@ Mit S/MIME signieren v Test
ﬂ Mit S/MIME verschliisseln Gesendet von meinem BlackBerry 10-
Smartphone.

ﬂ@ Mit S/MIME signieren und verschlisseln

I test@certgate.com +
Ce +
Betreff

Test 0

¢4 Y XCVBNMGU®

2123, P . (]

Q

Anfiigen

Now you are asked to enter
Chipkarten-PIN eingeben YOUF smartca rd PlN
Thereafter go on with a click
to OK.

Chipkarten-PIN eingeben

Chipkarten-PIN (1/3)

Abbrechen Abbrechen

QWERTZUI OFP

A SDFGHJ KL
4 Y XCVBNMGUA

7123, 5 [
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16531 Rl Wait a few seconds.

Erstellen Senden

The e-mail will now be
signed with the certificate
you chose at S/MIME Setup.

Konto: test@certgate.com - test@certgate.com

Mit S/MIME signieren v

Baumgartner, Silv. | +

Cc +

-
Te Nachricht wird signiert i

Test
Gesendet von meinem BlackBerry 10-
Smartphone.
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